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MHCTPYKIOUA
10 OPraHU3alMU AHTUBUPYCHOM 3alIIUTHI aBTOMATH3MPOBAHHOI CHCTEMBI
TI'ocynapcTBeHHOr0 aBTOHOMHOT0 00Pa30BATEJILHOI0 YYPeKICHUA
AOMOJHHUTEIbHOT0 00pa3oBanus «LleHTp nus onapennbix aerei «llouck»
1. O0mue no0KeHUA

1.1. MUucrpyxuus 1o OpraHu3aIuu AHTUBUPYCHOU 3aIUThI
aBTOMATU3UPOBAaHHON cucTtembl (nanee — MHcTpykumsi) pa3paboraHa B
cootBeTcTBUM ¢ DenepanbHbiM 3ak0oHOM 0T 27.07.2006 r. Ne 149-®3 «O6
uHdopmaIuu, WHPOPMAIMOHHBIX TEXHOJOTUSX W O 3aluTe WHOOpPMAIUu», C
®enepanbHbiM 3aKOHOM Poccuiickonn @enepannun ot 27.06.2006 r. N 152-®3 "O
NEpPCOHANBHBIX  JaHHBIX", JIOKTpuHON  HWH(POPMAIMOHHON  0E30MacCHOCTH
Poccuiickont ®enepaununy», yreepxkaeHHon [Ipesnaentom Poccuiickoit denepannu
ot 05.12.2016 r. Ne [1p-646.

1.2. Hacrosimas UHCTpyKIMsS TpeaHa3HAYeHA ISl OpraHU3aliK MOpsiiKa
MPOBEJICHUSI AHTHUBUPYCHOTO KOHTpOJiE B [OCyaapCTBEHHOM aBTOHOMHOM
0o0pa30BaTeILHOM YUPEKIACHUH JOIMOJIHUTENIbHOrO oOpa3oBanusi «Llentp s
onapennbix nereit «llouck» (manee — Lentp «Ilouck») ¢ nenpto npeaoTBpamieHus
3apaK€HUsT KOMITBIOTEPHBIMU BHpycaMu MH(GOPMAIIMOHHBIX pecypcoB LleHTpa.

1.3. Hacrosmas WucTpykius ompenensieT TpeOOBaHUS K OpraHU3aIluu
3amuThl aBToMatu3upoBaHHOM cucteMbl (manee — AC) Ilentpa «Ilouck» ot
pa3pyIiammiero BO3JCHCTBUS KOMIBIOTEPHBIX BHUPYCOB M YCTaHABIMBAET

OTBETCTBEHHOCTH PYKOBOAUTEIIEH, pabOTHHUKOB, 3KCIUTYaTUPYIOIIUX



aBTOMAaTH3UpPOBaHHEIC paboune MecTa (nanee — APM) u conpoBoxmaromux AC, 3a
€€ BBINOJIHEHUE.

1.4. Tlonb3oBarenb OTBEYAET 3a oOecrieueHue YCTOWUYHNBOU
paboTOCOCOOHOCTH W MH(POPMALIMOHHON 0€30MmacHOCTH BBepeHHOro emy APM
1pu BeITIOTHEHUHU padoTt B AC.

1.5. TexHuueckoe OOCITyKHMBAaHUE CPEACTB BBIYUCIUTENBHON TEXHUKHU
MPOBOJUTCS COTPYAHUKAMU, OTBETCTBEHHBIMH 32 TEXHMUYECKOE OOCITyKHBaHUE
KOMITBIOTEPHON TEXHUKH (JaJiee — YIIOTHOMOYEHHBIMH COTPYIHUKAMM ).

1.6. HemocpencTBeHHYI0 OTBETCTBEHHOCTh 3a HAJJIE)KAaIllee BBITIOJHEHHUE
HNuctpykuun Bcemu nosib3oBaTensimu AC Llentpa «llouck» Hecer aupekTop
[enTpa.

1.7. Hacrosimass MHCTPYKIMS SIBJISIETCS JIOMOJIHEHHEM K JCHCTBYIOIIUM
HOPMAaTUBHBIM  JOKYMEHTaM II0 BompocaM oOecredeHuss 0e301macHOCTH
samuinaemoit uagopmaiuu B llentpe «Ilouck» u He uckiIOYaeT 00A3aTEIBLHOTO
BBITIOJIHEHUS UX TPEOOBaHUM.

1.8. Hapymenue wHacrosmeir  WHcTpykumu  BiaedeTr 3a  coOoi
JUCUUIUIMHAPHYI0, TPaXAaHCKO-TIPABOBYIO, aIMUHUCTPATUBHYIO WJIA YTOJIOBHYIO

OTBETCTBEHHOCTh B COOTBETCTBHUU C 3aKOHOIATENbCTBOM Poccuiickon denepanum.

2. YCTaHOBKA aHTMBHPYCHOI'O POTPAMMHOI0 o0ecrneyeHus

2.1. K wucnons3oBanuto B LleHTpe momycKaroTCs TOJIBKO JHUIICH3UOHHBIC
AHTUBUPYCHBIE CpPEJICTBA, LEHTPAIM30BAHHO 3aKyIUIEHHbIE Yy pa3paOOTUYHUKOB
(MOCTaBIIMKOB) YKa3aHHBIX CPEJICTB.

2.2. YcranoBka antuBupycHoro I1O ocymiecTBiseTcs: ynoJHOMOYEHHBIMU
corpyauukamu llentpa B coorBerctBuM ¢ «MHCTpyKnMen 1O YyCTaHOBKE,
MOIU(UKAIIMA U TEXHUYECKOMY OOCTYKHUBAHUIO IMPOrpaMMHOr0 OOecreueHus H
anIapaTHbIX CPEJICTB» WHIMBUAYAIBHO HAa KaXIbIA 3aUIIAEMBbIA KOMIIBIOTED C

00s13aTeNbLHBIM NpcaAoOXpaHCHUCM HACTPOCK OT U3BMCHCHMUA I1aPOJICM.



2.3. Hactpoiika mnapaMeTpoB CpEACTB  AHTUBHPYCHOTO  KOHTPOJIS
OCYILECTBISIETCS] YIOJIHOMOYEHHBIMU COTpYJHUKaMu LleHTpa B COOTBETCTBHM C
PYKOBOJCTBaMH 0 MPUMEHEHUIO KOHKPETHBIX aHTUBUPYCHBIX CPECTB.

2.4. llonmp3oBarensiM 3ampeniaercs OTKIIOYaTh CPEJACTBA AHTUBUPYCHOM
3alUThl U CAMOCTOSTEIbHO BHOCUTh U3MEHEHMSI B HACTPOUKH aHTUBHpYCHOTO [10.

2.5. Spnbik ans 3amycka antuBupycHoro I1O nomkeH ObITh BBHIHECEH Ha

"Pabounii cTon" onepanoHHON CUCTEMBI WM Ha TIaHEN b ObICTPOTO 3aITycKa.

3. IlpumeHeHHe CPeICTB AHTUBHPYCHOTO KOHTPOJIS

3.1. AHTUBUPYCHBIH KOHTPOJIb BCEX JMUCKOB U (paillioB pabouux CTaHIIUU
JIOJKEH MPOBOIMTHCS €KETHEBHO B Hauaje paboThI IPH 3arpy3Ke KOMITbIOTepa (1J1s
CEpBEPOB — NP Nepe3amyCcKe) B aBBTOMATUYECKOM PEKHUME.

3.2. OO0s3aTeIbHOMY aHTUBHPYCHOMY KOHTPOJIIO TMOJJICKHUT Jro0as
uH(popmanus (TeKcToBbIE (Pailyibl 100X POpMATOB, (haliiIbl JAHHBIX, UCTIOJTHSIEMbIE
daiinbl), moslydaemas M mnepegaBaeMasi Mo TEICKOMMYHUKAIIMOHHBIM KaHajaM, a
Tak)ke HHPOpMAIIUI Ha CheMHBIX HOCUTETSIX (MarHUTHBIX, JIa3epHBIX nuckax, USB
dnem-Hakomurensax, SSD-HakonuTensax u T.11.).

3.3. PazapxuBupoBaHHE ¥ KOHTPOJb BXOJAIIEH HHDOpMaIuu He0OX0AMMO
MIPOBOIUTH HEMOCPEACTBEHHO TOCTE €€ PUeMa.

3.4. Kontpons wucxomdmert wuHGOpManmuu HEOOXOIUMO IPOBOJUTH
HETMIOCPEICTBEHHO Tepe/ apXUBHPOBAHHEM M OTMPABKOW (3aMUCHI0 HA CHEMHBIH
HOCHUTEIh).

3.5. @aiinel, TmOMemaeMple B DJICKTPOHHBIM  apXWiB, JIOJDKHBI B
00513aTeTTbHOM TOPSIKE TPOXOIUTH AHTUBUPYCHBIN KOHTPOJIb.

3.6. VYcraHoBKa (M3MEHEHHE) CUCTEMHOIO M MPUKJIAAHOIO MPOrPaMMHOTO
o0ecriedyeHns: OCYIIECTBIsIeTCs] Ha OCHOBaHMM «MHCTpYKIMHM TIO YCTaHOBKE,
MOAM(PUKALIMK U TEXHUYECKOMY OOCITY>KMBAHHMIO IIPOrPAMMHOTO oOecreyeHus u
anmnapaTHBIX CPEACTB AaBTOMATU3UPOBAHHON CHCTEMbI OPraHU3aLuN.

3.7. YcranaBiauBaemoe (M3MEHsSIEMOE) MporpaMmMHoOe obecriedeHue JOKHO

OBITh MTPEABAPUTENHHO POBEPEHO HA OTCYTCTBUE BUPYCOB.
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3.8. HenocpeactBeHHO TOCIE€ YCTAaHOBKH (M3MEHEHHS) MPOTPAMMHOIO
oOecrieueHnsi KOMITBIOTepa JJODKHA OBITh BBINIOJIHEHA aHTHBUPYCHAs MPOBEPKA Ha

3aIIMIIAaeMbIX cepBepax 1 APM ynoslHOMO4YeHHBIMU COTpYIHUKaMHu LleHTpa.

4. Tlopsigok 0OHOBJIEHHSI AHTUBHPYCHBIX 0a3

4.1. AxTtyanuszaius aHTUBUPYCHBIX 0a3 Ha 3allMIIAEMBIX KOMIBIOTEPaX,
HOJIKJIFOUEHHBIX K JIOKaJIbHOH ceTu LleHTpa, J0KHA OCYIIECTBISATHCS €KETHEBHO B
aBTOMATUYECKOM PEXHUME Yepe3 CleluaIbHbIi cepBep OOHOBICHUH.

4.2. TlpoBepka KpPUTHUECKHX OOJACTEH 3alIMIIAEMOrO KOMIIBIOTEpA,
3apa)kK€HUEe KOTOPBIX BPEJOHOCHBIMU IPOIPAMMaMU MOKET IIPUBECTU K CEPHE3HBIM
MOCJIEICTBUSIM, TOJKHA ITPOBOJUTHCA aBTOMAaTUYECKH MPHU KaXKIOM €ro 3arpy3kKe.

4.3. AKTyanuszalus aHTUBUPYCHBIX 0a3 Ha 3allMIIAEMbIX KOMIBIOTEPAX,
NOAKIIOYEHHBIX K  JIOKAJBbHOM  CETH, KOHTPOJMPYETCS  IOJb30BATEIEM
CaMOCTOATENILHO €KEHEBHO. B cilyyae HapyleHHUs akTyaln3aluy MOJb30BaTellb,
HE MpearpuHUMas CaMOCTOSITEIbBHO HUKAKMX MEp, JOJDKEH COOOIIUTh 00 3TOM

aaMuHUCTpaTopy uHpopmanmoHHo 6e3zonacHoctu Llentpa «Ilouck.

5. JeiicTBus Npu 00HAPY’KEHUM BUPYCOB

5.1. Ilpu BO3HUKHOBEHUH MOI03PECHUS HA HATMYHE KOMITBIOTEPHOTO BUPYyCa
(meTunuuHast paboTa nmporpamm, MosBJIeHUE Tpaduueckux U 3ByKOBbIX 3G (HEKTOB,
VUCKOKEHUI JaHHBIX, NpornajgaHue (ailyioB, yacToe NOSBICHUE COOOUIEHUH O
CHUCTEMHBIX OINMOKaXx W T.M.) TOJB30BaTENbh WM YMOJIHOMOYECHHBIH COTPYIHHUK
JIOJDKEH TTPOBECTH BHEOUEPETHON aHTUBUPYCHBIA KOHTPOJIb paboyelt CTaHIT1H.

5.2. B cayuae oOHapyxeHHs (DailsioB, 3apaK€HHBIX KOMIIBIOTEPHBIMU
BUpycamu, paboTHHK [{eHTpa 00s13aH:

— TPUOCTAHOBUTH paboTY;

— HEMEIJICHHO TIOCTaBUTh B M3BECTHOCTh O (akTe OOHApYyKECHUS

3apakKeHHBIX BUPYCOM (DailJIoB aiMUHUCTpaTOpa UH(POPMAITMOHHON 0€30MaCHOCTH,



BJIAJICITBIIA 3aPAKEHHBIX (aiiIOB, a TAKXKE APYTHX paOOTHUKOB, HCTIOIL3YIOIINUX 3TH
Gaiinel B padore;

— COBMECTHO C BIAJCNbIEM 3apaXCHHBIX BUPYCOM (HaiIioB MPOBECTH
aHaM3 HEOOXOIMMOCTH JATBHEHUIIIETO UX UCTIOJIb30BaAHMUS;

— TIPOBECTH JICUGHWE WJIM YHHYTOXKCHHE 3apaKCHHBIX  (ailioB

CaMOCTOATCIbHO UJIKM BMCCTC C YIIOJIHOMOYCHHBIM COTPYAHUKOM.

6. OTBeTCTBEHHOCTH

6.1. OTBETCTBEHHOCTh 3a OpraHU3alMI0 AHTUBUPYCHOW 3amuThl AC
[Hentpa «llowck» Bo3maraercs Ha  aJAMHUHHUCTparopa HWH(OPMAIMOHHON
0€30I1aCHOCTH.

6.2. OTBeTCTBEHHOCTh 3a IMPOBEICHHUE MEPONPHUATUI aHTUBUPYCHOTO
KOHTPOJISL U coOJto/ieHue TpeboBaHuil Hacrosimeld WHCTpykuuu Bo3naraercs Ha
BCEX COTPYIHHKOB, SBJISIOMUXCS nosib3oBaressiMu AC.

6.3. Ilepuoamueckuii KOHTPOJIb 32 COCTOSHUEM aHTHBUPYCHOW 3aIUTHI, &
TaK)Ke 3a COOJIIOICHHEM YCTaHOBJIEHHOTO MOpsAKa aHTUBUPYCHOTO KOHTPOJIS U
BBINIOJIHEHUEM TpeOoBaHuil HacTosimed WMHcTpykuuu coTpyaHukamu LleHTpa

OCYUIECTBJISIETCS aAMUHUCTPATOPOM HUH(POPMALTMOHHOM O€30MaCHOCTH.



